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1. WHAT IS CYBERDOC?

CYBERDOC is the electronic document archive for civil law notaries. This electronic
archive for notaries is unique all over Europe and offers the highest confidentiality
and security for clients. This powerful solution is ideal for any public organisations

that have to manage deeds with the highest possible degree of security.

Cyberdoc — archives for e-government page 1
Brunner/Moser - Austria Rome, November 11, 2005



In Austria, CYBERDOC works since the beginning of the new millennium. The
Austrian Notarial Code obliges all Austrian Notaries since 1 January 2000 to
register and store all notarial acts in the electronic archive. Since then, every
single notarial act has been stored in the electronic archive. As of 1 January 2004,

CYBERDOC started in Hungary for all Hungarian Notaries as well.

The documents are scanned where they are generated (on the client = notary’s
office), allocated attributes (key words) and stored permanently and unalterably in
electronic form on the archive server. This process also involves encrypting the

documents with the most complex security codes available for civil use.

Unauthorised data access is therefore impossible and strict confidentiality, as is
required of and maintained by notaries, is safeguarded.
CyBerDOC gives all those authorised by the parties involved, authorities and

courts simple and fast access to all the documents covered by the authorisation.

2. How DOES CYBERDOC WORK?

The document is created and printed out as usual. These hard copies are signed
and thus constitute the originals. The signed deed is then scanned with
CYBERDOC. Bound documents can be scanned using a flatbed device. A range of

zoom and page sorting commands is available to check the scanned document.

The next step is to enter the attributes (key words) for the document. Only when
the digital signature has been entered the archive command can be given. This
enables all the released documents to be stored in encrypted form in the central
archive. During this process the notary has to confirm the authenticity of the data
with his electronic signature using a chip card and code. The data is encoded

locally on the client to ensure maximum confidentiality and security.
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CYBERDOC features:
user-friendly commands for searching for archived documents, printing them out
and printing attributes, the notarial act journal, client index list and billing data.
CyBerDOC and the accurate IT-network of 475 Austrian notaries in a closed
network allow the basis for

0 outsourcing of public duties by the state
taking over public duties by the notaries
realisation of cost-cuttings at personal and material costs

cooperation with the Federal Ministries of Finance and Justice

O O O o©

the online-communication and transfer of deeds to business and land

register

Possible areas of applications are

0 e-government 473 notaries are used as clients in the network
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0 company register articles of associations and by-laws stored at the
various commercial courts all over the country may
be ordered and read electronically

o land register all documents stored at the various district courts
maintaining the land register may be stored in the
electronic archive as well

o fees and taxes massive cost-cuttings by self-assessment of taxes

and fees by the notaries

CYBERDOC is a joint-venture of the Austrian Chamber of Civil Law Notaries and
Siemens AG Austria, contributing the newest technical know-how and the most

modern industrial computing centre in Austria.
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3. THE BENEFITS OF CYBERDOC

For the notaries:

o CYBERDOC guarantees that the legal status of a notarial act is permanently
maintained.

o CyBERDOC rounds off the range of electronic services provided by notaries.
Indeed, with the Notarial Trust Bank, the trust register, the last will register,
land and company register inspection, the self-assessment of taxes and
fees, the registration agency for secure electronic signatures and now the

document archive, the notary’s office is geared to the future.
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For general use as a high security archive:
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o Central electronic based archive for all permanently stored documents
o Cost-effective high security archive
0 Secure confidentiality (maximum encryption)
o Secure integrity (check sums)
Cyberdoc — archives for e-government page 5

Brunner/Moser - Austria Rome, November 11, 2005



o Use of digital certificates

o Secure, controlled availability (permanent archive with maximum access
protection)

o Simple operation, fast access

0 Read-only access to existing documents possible

o Possibility for replacement of paper based document archives for land
administration and company register documents

o User-friendly search commands

0 Supports steps involving various authorities for processing complete cases

o0 Basis for citizen-oriented services in the digital age (e-government, one
stop shop)

o E-government application and sophisticated tool for the implementation of
the EU-Lisbon strategy in compliance with EU directive on disclosure
requirements

o Security by technology partnership
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4. FUTURE APPLICATIONS

The project of the electronic document archive is in permanent evaluation and
further development, for the possible replication
o of the package to other countries (e.g. Hungary 2004) or other professions
(e.g. surveyors)
o of the architecture to other sectors (e.g. archives for medicines, document
box), or
o of the contents via e-government applications to Ministries of Finance and

Justice, provincial governments etc.

The visions for future applications go as far as the
o0 integration of new medias (maps, pictures, balances) into the documents
o electronic signature by everybody - final replacement of the paper
document
0 blackbox for personal documents — (document box) serving e-government
for every citizen

0 copies of deeds for the parties via internet

A Concept for extensions
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5. SUMMARY

Cyberdoc is a unique e-government application for the present and future context
in which e-government also develops. It is generated on a platform between a
private enterprise and the official authority for notaries, using the opportunities of
private-public-partnership for the advantages of the customers. In the same way,
notaries are prepared to enter into the e-government process any time, once the
Ministry of Justice opens the courts for the electronic filing of documents. The

Austrian company registers started with that process in July 2005.

Electronic documentation in e-government can be the standard in the future.
Once e-government hit all courts documentation, e-government will also cope
with e-documentation. There are main advantages as the permanent archiving
with substantial gain of time, the permanent availability for public authorities and

the legal security by notarial ex-ante control.

The archiving of deeds with cYBERDOC is an efficient application for e-government

for e-citizen in Europe.

Contact:

AUSTRIAN CHAMBER OF CIVIL LAW NOTARIES
Tel ++ 43/1/402 45 09
CyberDOC Gesellschaft fur digitale Fax ++43/1/406 3475
Kommunikation im Notariat GmbH & CoKG
kammer@notar.or.at ; www.notar.at

LandesgerichtsstraRe 20 cyberdoc@cyberDOC.at ; www.cyberdoc.at
1010 Vienna

Austria
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